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DETAILED ACTION 

1. This Office action is in response to Applicant's amendment, filed on 3/15/2004. 



2. Claims 1 -39 are presented for examination. 

CLAIM OBJECTION 

3. Claims 4, 5, 18, 19, 23, 27, and 28 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all 
of the limitations of the base claim and any intervening claims. 

Claim Rejections - 35 USC § 102 (b) 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 (b) 
that form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

5. Claims 1-3, 6-17, 20-22, 24-26 and 29-42 are rejected under 35 U.S.C. 102 (b) 
as being anticipated by Takenaka et al (U.S. Pat. No. 5,917,908). 

As per claims 1 , 3, 12, 16, 17, 20, 21 , 22 and 39-42 Takenaka discloses a file protection 
system for protecting a file which is stored in a storage unit, comprising: 
encrypting the software to be protected using an encryption key, creating encrypted 
software, wherein the encryption key is derived from a dynamic key, which is assigned 
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to the software to be protected and does not change between copies of the software 
(see., abstract,); 

in response to the security device being coupled to the computer system, sending 
information identifying the protected software from the computer system to the security 
device (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, lines 
19-64); 

authorizing use of the software on the computer system by generating the encryption 
key within the security device using information supplied from the software to determine 
if the dynamic key assigned to the software is present in the security device, and if so, 
generating the encryption key within the security device using the dynamic key (see., 
abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, lines 19-64); and 
authorizing use of the software on the computer system by sending the encryption key 
from the security device to the computer system for decryption of the software (see., 
abstract, it is inherent to recognize that the first key can be used to encrypt data and the 
second key can also be used to decrypt data since they are parts of the control key). 
Takenaka discloses using at least first and second pieces of information to generate an 
encryption key (see., abstract, please note that first and second pieces of information 
are readable as first and second keys, it is inherent to recognize that the first key can be 
used to encrypt data and the second key can also be used to decrypt data since they 
are parts of the control key). Takenaka discloses the claimed method of using an 
initialization vector (or first key) and a dynamic key or second key as the first and 
second pieces of information (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, 
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lines 6-67, col 9, lines 19-64, ID or encryption key or code). Takenaka discloses the 
claimed method of using a security key as the encryption key (or control key) and a 
communications key as the second encryption key (see., abstract). Takenaka discloses 
the software package has been loaded on the computer (see., abstract). Takenaka 
further discloses a random number on the computer system (see., col 3, lines 1-53, col 
5, lines 6-67, col 9, lines 19-64, please note that random number is readable as a 
pseudorandom number generator, and the authentication program see., abstract, 
software algorithm). 

As per claim 2 Takenaka discloses the claimed method of using at least first and 
second pieces of information to generate an encryption key (see., abstract, please note 
that first and second pieces of information is readable as first and second keys); 
associating the first piece of information (or first key) with the encrypted software (see., 
abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, lines 19-64); and 
storing the second piece of information (or second key) in the security device (see., 
abstract, specifically wherein it is stated that a second key (or second piece of 
information), external to the software, to be protected which bears a relationship to the 
first key, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, lines 19-64). 

As per claim 3, Takenaka discloses the claimed method of sending the first piece 
information associated with the encrypted software to the security device (see., 
abstract, specifically wherein it is stated that an algorithm for processing a plurality of 
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keys including the first key (or first information) in software, col 2, lines 7-67, col 3, lines 
1-53, col 5, lines 6-67, col 9, lines 19-64); and 

using the first piece of information and the second piece of information to generate the 
encryption key in the security device ( see., abstract, please note that first and second 
pieces of information is readable as first and second key, and the first and second keys 
in the algorithm for deriving a control key, please note that the control key (control key 
or encryption key) is for decrypting the software, and also col 2, lines 7-67, col 3, lines 
1-53, col 5, lines 6-67, col 9, lines 19-64). 

As per claims 6, 13, 14, 15 and 20 Takenaka discloses the claimed method of using an 
initialization vector (or first key) and a dynamic key or second key as the first and 
second pieces of information (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, 
lines 6-67, col 9, lines 1 9-64). 

As per claim 7, Takenaka discloses the claimed method of using a security key as the 
encryption key (or control key) and a communications key as the second encryption key 
(see., abstract ). 

As per claim 8, Takenaka discloses the claimed method of embedding a mathematical 
algorithm (fig 1, item 16, col 3, lines 23-39, mathematical algorithm or algorithm) within 
the security device to create the communication key (or proper key) and the security key 
(or newly control key) from the dynamic key (or second key) and the initialization vector 
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or first key (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, 
lines 19-64). 

As per claim 9, Takenaka discloses the claimed method of including the encrypted 
software with an authentication program, wherein the authentication program is 
embedded within a separate security processor provided in conjunction with the co- 
processor (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, lines 
19-64). 

As per claim 10, Takenaka discloses the claimed method of sharing memory between 
the security processor and the co-processor and decrypting the encrypted software in 
the shared memory (see., col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, 
lines 19-64, please note that the second key can be used to decrypt data in the shared 
memory since it is a part of the control key). 

As per claim 11, Takenaka discloses the claimed method of preventing the software 
from running in any of the co-processor unless the software has first been decrypted by 
the security processor (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6- 
67, col 9, lines 19-64). 

As per claims 24, 27, 35 and 39 Takenaka discloses the claimed limitations of 
protecting computer software from unauthorized users, comprising: 
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encrypting the software to be protected using an encryption key, creating encrypted 
software (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, col 9, lines 
19-64, please note that first and second pieces of information are readable as first and 
second keys, it is inherent to recognize that the first key can be used to encrypt data 
and the second key can also be used to decrypt data since they are part of the control 
key); 

authorizing use of the software on the computer system by generating the encryption 
key within the security device using information supplied from the software (see., 
abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67); and 
sending the encryption key from the security device to the computer system for 
decryption of the software (see., Fig 1, specifically wherein it is stated that the first and 
second keys in the algorithm for deriving a control key, please note that the control key 
is for decrypting the software since it is a part of the second key, and also col 1 , lines 7- 
25). Takenaka discloses wherein said initialization vector (or first key) is created from a 
checksum of encrypted software to be protected (see., algorithm software, abstract, col 
2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67, ID or encryption key or code). Takenaka 
further discloses decrypting the encrypted first encryption key on the computer using the 
second key included in the software (see., abstract please note that the control key is 
for decrypting the software since it is a part of the second key, and also, col 2, lines 7- 
67, col 3, lines 1-53, col 5, lines 6-67, it is inherent to recognize that the first key can be 
used to encrypt data and the second key can also be used to decrypt data since they 
are parts of the control key). 
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As per claim 25, Takenaka discloses the claimed limitations using at least first and 
second pieces of information to generate an encryption key (see., abstract, please note 
that first and second pieces of information is readable as first and second keys); 
associating the first piece of information (or first key) with the encrypted software (see., 
abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67); and 
storing the second piece of information (or second key) in the security device (see., 
abstract, specifically wherein it is stated that a second key (or second piece of 
information), external to the software, to be protected which bears a relationship to the 
first key, col 2, lines 31-54). 

As per claim 26, Takenaka discloses the claimed limitations of sending the first piece 
information associated with the encrypted software to the security device (see., 
abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67); and 
using the first piece of information and the second piece of information to generate the 
encryption key in the security device ( see., abstract, please note that first and second 
pieces of information is readable as first and second key, and the first and second keys 
in the algorithm for deriving a control key, please note that the control key (control key 
or encryption key) is for decrypting the software, and also col 1, lines 7-25, Fig 1). 
As per claims 29, 36, 37 and 38 Takenaka discloses the claimed limitations of using an 
initialization vector (or first key) and a dynamic key or second key as the first and 
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second pieces of information (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, 
lines 6-67). 

As per claim 30, Takenaka discloses the claimed limitations of using a security key as 
the encryption key (or control key) and a communications key as the second encryption 
key (see., abstract). 

As per claim 31 , Takenaka discloses the claimed method of embedding a mathematical 
algorithm (abstract, encryption key) 

As per claim 32, Takenaka discloses the claimed method of including the encrypted 
software with an authentication program, wherein the authentication program is 
embedded within a separate security processor provided in conjunction with the co- 
processor (see., abstract, col 2, lines 7-67, col 3, lines 1-53, col 5, lines 6-67). 

As per claim 33, Takenaka discloses the claimed method of sharing memory between 
the security processor and the co-processor and decrypting the encrypted software in 
the shared memory (see., Fig 1, abstract, col 2, lines 7-67, col 3, lines 1-53). 

As per claim 34, Takenaka discloses the claimed method of preventing the software 
from running in any of the co-processor unless the software has first been decrypted by 
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the security processor (see., abstract, col 3, lines 1-53, col 5, lines 6-67, col 7, lines 34- 

67). 

RESPONSE TO ARGUMENTS 

6. Applicant's arguments filed on 3/1 5/2004 have been fully considered but they are 
moot in view of new ground (s) of rejection. 

Conclusion 

7. Applicant's submission of an information disclosure statement under 37 
CFR 1.97(c) with the fee set forth in 37 CFR 1.1 7(p) on 3/15/2004 prompted the new 
ground(s) of rejection presented in this Office action. Accordingly, THIS ACTION IS 
MADE FINAL. See MPEP § 609(B)(2)(i). Applicant is reminded of the extension of 
time policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Pierre E. Elisca whose telephone number is 703 305- 
3987. The examiner can normally be reached on 6:30 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on 703 305-9769. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Primary Patent Examiner 
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